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PROGRAMME on “IT & CYBER SECURITY - FRAMEWORK, IT RISK

MANAGEMENT AND PREVENTION OF CYBER CRIMES”
(Physical Classroom Session)

BACKGROUND

During its 97 years of service, IIBF has emerged as a premier institute in the banking industry.
Considering the emerging requirements of the bankers in the dynamic environment, IIBF has
been offering certification courses and training programmes to the banking professionals.

The training programs are designed in consultation with the industry experts and human
resources personnel with an endeavour to address the skill gaps on a continuous basis. The
regular offerings in varied areas prepare the banking professionals ahead of the impending
change.

[IBF offers virtual training programmes for its Blended Certification courses and many other
programmes to facilitate learning across the country.

[IBF also has state-of-the-art training facilities at its Leadership Centre at Mumbai. The four
Professional Development Centres (PDCs) at Chennai, Delhi, Kolkata & Mumbai cater to the

increasing demand for the focused training programmes.

PURPOSE

The Programme envisages to train office personnel of various banks about basics of Cyber
Security, Framework, Governance, Risk Management, Role of Business Heads, new trends in
Cyber Security to counter such threats and provide hassle free services to the customers. This
programme is unique in its nature to enlighten the Officers, about the intricacies involved in
the area of IT & Cyber Security. The programme is designed with emphasis on interactions,

interface with field experts and practitioners in the industry.




OBJECTIVES

The programme focusses on the following aspects:
» To Improve the understanding in Cyber Security and Cyber Crime areas.
» To understand the IT Governance, Framework & Risk Management
» To prepare for the necessary Business Continuity & understand Disaster Recovery.

» To enlighten & equip the participants in IT Security and prevention of Cyber Crimes.

CONTENT OVERVIEW

Introduction to Computer Security in the BFSI sector

Cyber Crimes in banks

Cyber Crimes in Electronic Delivery Channels in banks

Cyber Crimes in the social networks like Facebook, WhatsApp
Do's and Don'ts in a mobile device

Cyber Laws and IT related legislations on cyber crimes

Network Security and Digital Evidence for a computer user
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Emerging of Fintech companies and Neo Banks and its challenges in respect of cyber
security.

Emerging Trends in the digital world

Latest Government policies and RBI circular

Example from real branch banking working

Customer survey and fraudsters strategies

Latest fraud patterns and recent Bank incidents happened - involving cyber crime

and loss to Bank/Customer.

METHODOLOGY

Physical Classroom Session at our PDC, Chennai

Lecture sessions, real case studies, classroom exercise, discussions & sharing of experiences by industry

experts/ practicing professionals.




TARGET GROUP

Bankers in PSU/RRB & Co-op Banks and Private sector & Foreign banks,
working in Branches/Controlling Offices overseeing Operations including
Deposits/Credits/Remittances, Risk Management, Delivery channels and
other areas.

DURATION

2 Days - 30t & 31stJanuary 2025 (Thursday & Friday)
10.00 A.M. to 5.15 P.M.

TRAINING FEE:

Rs. 6000/- (Six Thousand only) plus GST @18% aggregating to Rs.7080/- per participant
(In case of TDS deduction, please send us TDS certificate).

Programme fees may be remitted to the credit of Institute’s account with State Bank of India,
details of which are given below:

v" Name of the Bank branch: State Bank of India, Vidya Vihar(West), Mumbai.

v Account no: 37067835882 IFSC code: SBIN0011710

v" PAN No: AAATT3309D and GSTIN No. 33AAATT3309D2ZY
(Kindly provide your GST Number in the nomination letter to facilitate raising of
invoice)

The programme is Non residential. Lunch and snacks will be provided to the
participants by the Institute.

Overnight stay arrangements for the participants has to be arranged by the concerned
officials/the respective banks.

Venue

Indian Institute of Banking & Finance,
Professional Development Centre, South Zone,
94, Jawaharlal Nehru Road

Vadapalani, Chennai -600 026
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NOMINATION FORM
Programme title: IT & Cyber Security - Framework, IT Risk Management and
Prevention Of Cyber Crimes

Date: - 30th & 31st January 2025 (Thursday & Friday)

Programme Type: Physical Classroom (Non Residential)

PARTICIPANTS NOMINATED:
Name (Mr./Ms./Mrs.) Designation | Branch | Mobile No. and
/Office | Land Line No.

Bank/Organisation:
Address:

Pin Code:
Phone: : E-mail:

Fee
Rs. 6,000/-per participant plus GST @18% aggregating to Rs.7080/-

(In case of TDS deduction, please send us TDS certificate)
Programme fees to be remitted to credit of Institute’s account details as follows:

Name of the Bank branch : State Bank of India, Vidya Vihar(West), Mumbai.

Account no: 37067835882 IFSC code: SBIN0011710
PAN No: AAATT3309D and GSTIN No. 33AAATT3309D2ZY

» Please quote your GST Number in the nomination form.

Please send your nominations at the earliest to:

Mr. G . Padmanaban Ms. Priya Maria A
Head — PDC, South Zone, Chennai Senior Executive, PDC-South Zone

Phone: +91- 44 — 23721429 Phone: +91- 44 -24722990
Mobile: 7397240035 Mobile: +91 9566274128

Email: head-pdcsz@iibf.org.in Email: se.pdcsz1@iibf.org.in
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INDIAN INSTITUTE OF BANKING & FINANCE
(An 1SO 21001:2018 Certified Institute)

FORM FOR SELF-SPONSORED CANDIDATES

Programme title: IT & Cyber Security - Framework, IT Risk Management and
Prevention Of Cyber Crimes

Date: 30th & 31st January 2025 (Thursday & Friday)

Programme Type: Physical Classroom (Non Residential)

Details of candidate:

Sl. | Name Designation Contact No. | E-mail UTR NUMBER/DATE
No | (Mr./Ms./ (Mobile) (PERSONAL) towards fees
Mrs.) remitted

1

Name & Address of Bank/ FI employed with:

Postal Address of participant:

PIN code:
Fee: Rs. 6,000/-per participant plus GST @18% aggregating to Rs.7080/-

Programme fees to be remitted to credit of Institute’s account details as follows:

e Account Name: Indian Institute of Banking & Finance

e Name of the Bank branch: State Bank of India, Vidya Vihar (West), Mumbai
e Accountno: 37067835882 IFSC code: SBIN0011710
e PAN No: AAATT3309D and GSTIN No. 33AAATT3309D2ZY

Please send your nominations at the earliest to:

Mr. G . Padmanaban Ms. Priya Maria A

Head — PDC, South Zone, Chennai | Senior Executive, PDC-South Zone
Phone: +91- 44 — 23721429 Phone: +91- 44 -24722990
Mobile: 7397240035 Mobile: +91 9566274128

Email: head-pdcsz@iibf.org.in Email: se.pdcsz1@iibf.org.in
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